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Current Topics

* i0S13.5
* Exposure Notification APl (Contact tracing apps)
* Improvements in FacelD based on face masks

* Immediately display PIN option after FacelD
failure

* Facial Recognition Software

* Amazon and IBM will not sell facial recognition
technology to law enforcement until there are
Federal regulations on the use of the
technology

* Microsoft also joins and restated their existing
policy about not selling facial recognition
technology to law enforcement established in
April 2019
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Windows 10 2004 (May 2020)

* No really significant new features

* Problems have been reported

* | had issues with USB ports on 2 HP machines
» “odd” wireless mouse behavior on my laptop
* DON’T RUSH IN ON THIS ONE!!

Windows Update
You're up to date
Last checked: Yesterday, 9:45 AM

Check for updates

Feature update to Windows 10,
version 2004

The Windows 10 May 2020 Update is on its way. We're offering
this update to compatible devices, but your device isn't quite
ready for it. Once your device is ready, you'll see the update
available on this page. There's nothing you need to do at this
time.

Learn more

i’
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Current Topics

* New Microsoft Feature Experience Pack
(Windows v2004, May 2020)

* On-Demand Feature

* Includes features “critical to Windows
functionality”
* Nothing really new at the moment

* Appears to be a technique to bundle
features that can be updated more quickly
than normal feature releases

About

Rename this PC

Windows specifications

Edition Windows 10 Home
Version 2004

Installed on 6/10/2020 N
OS build 19645.1

| Experience Windows Feature Experience Pack 120.10601.30.0 ]
ange product k-e'y or upgrade your edition of Windows

Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

Related settings

BitLocker settings

System info

Help from the web

Finding out how many cores my processor has

6/12/2020
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Cortana

* What happened to Microsoft Cortana?

* Introduced 5 years ago as a response to Siri and

Alexa
Cdrrent Topics » Now Cortana no longer listening for “Hey Cortana”

* Now billed as “Personal Productivity Assistant for
Microsoft 365”

* Email for “cortana@microsoft” now part of
Microsoft 365 Enterprise daily “Briefing” feature
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‘E INDIANA STATE DEPARTMENT OF HEALTH
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October 14, 1999 I e e e

e Student Suicide in ME Building
* Left electronic suicide note
* Called by PUPD to “print the screen”
* Time of death in question
* My first meeting with “Doc”
(Martin Avolt, DVM)

* First discussion between PUPD and
Coroner about “Computer Forensics”

— !,..u.-fs:,..:.W,y_.

'SOHO6-004 State Form 10110 (R&/1.99)
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Locard’s Exchange Principle

"Every Contact Leaves a Trace"

The value of trace (or contact) forensic evidence was
first recognized by Edmund Locard in 1910. He was
the director of the very first crime laboratory in
existence, located in Lyon, France.

The Locard’s Exchange Principle states that "with contact between two
items, there will be an exchange." For example, burglars will leave traces
of their presence behind and will also take traces with them. They may
leave hairs from their body or fibers from their clothing behind and they
may take carpet fibers away with them.
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Forensic Mindset

* Digital Forensic Mindset — Condensed Definition:

* Using your skills to determine what has ' ' E’N

occurred or, u

i
. /
7

* What most likely occurred as opposed to
what is possible

* You do NOT work for anyone but the TRUTH!

* The tools used are not nearly as important as the
person using them!
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History & Development

* Francis Galton (1822-1911)

* First definitive study of fingerprints

* Sir Arthur Conan Doyle (1887)

* Sherlock Holmes mysteries
* Leone Lattes (1887-1954)

* Discovered blood groupings (A,B,AB, & 0)
* Calvin Goddard (1891-1955)

* Firearms and comparison
* Albert Osborn (1858-1946)

* Developed principles of document examination

* Hans Gross (1847-1915)

* First treatise on using scientific disciplines in criminal investigations.

* First FBI CART Team (1984)

* Digital “wing” of the American Academy of Forensic Science (2007)
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“The Computer”

* Computer as Target of the incident
* Get to instructor’s test preparation
* Access someone else’s homework
* Access/Change a grade
* Access financial information
* “Denial of Service”

* Computer as Tool of the incident
* Word processing used to create plagiarized work
* E-mail sent as threat or harassment
* Printing used to create counterfeit material

* Computer as Incidental to the incident
* E-mail/file access used to establish date/timelines
* Log information to establish date, time, location

* Stored names and addresses of contacts or others
potentially involved in the incident

10
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General Types of Digital
Forensics

* “Network” Analysis
* Communication analysis
* Log analysis
* Path tracing
* Media Analysis
* Disk imaging
* MAC time analysis (Modify, Access, Create)
* Content analysis
* Slack space analysis

* Code Analysis
* Reverse engineering
* Malicious code review
* Exploit Review

* The “puzzle” is a combination of all the above pieces

6/12/2020
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Computer People are from Mars

Law Enforcement is from Venus

15
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Advantage of Computer People

* Natural curiosity
* “Obsessed” with detail

* Problem/puzzle solving is
their profession/passion

* [ntuitive thinkers
* Look for “creative” solutions

16
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Advantage of Law
Enforcement

* Trained investigators

* Interviewing skills and creativity
* Fact-finding is their life

* Understanding the criminal psyche
* Access to additional resources

* Can tie things to other incidents

* Broad data collection reach

17
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General Defense Strategies

*Not Me Defense (aka SODDI,
TODDI)

*Mind-Numbing Detail Defense

*Indict the Examiner Defense
(aka Dennis Fung Defense)

6/12/2020
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A Day | Will Never Forget — August 3, 2001
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Sunday, August 5, 2001

i

Police reveal
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Korean sisters i
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Tuesday, August 7, 2001

# Brees set 1o sign contract with San Diego today — SPORTS / C1 &

Journal and Courier

Lafayetie-Wes! Latayorio, Indiana

.| Warrant mued m double homnclde

mhﬁ-

| Purdue graduate student =:
sought in sisters’ deaths
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Wednesday, August 8, 2001

AY @ Special steps taken to make sure state fair is safe — LOCAL / C1 &

=22 gJournal and Courier
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| Purdue grad
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Thursday, August 16, 2001
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Tuesday, August 14, 2001
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August 16, 2001

Pondering the death penalty

Tippecanoe County prosecutor
Jerry Bean said Wednesday that
trial rules precluded him from pub-
licly commenting on the plausibil-
ity of Yin's “road rage” claim. Be-
cause he has yet to receive all po-
lice and lab reports from the in-
vestigation, Bean said it was still
too early to know whether he will
seek the death penalty or life im-
prisonment without parole.

Bean has no deadline to make
the decision under state law, but he
expects to do so in a matter of
weeks, he said.

Yin's claim of road rage would
have no bearing on whether he is
convicted of the Woo murders.
However, if Bean seeks the death
penalty or life imprisonment with-
out parole, Yin's defense counsel
could cite the road rage as a miti-
gating factor in the penalty phase
of the trial.
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September 12, 2004

campus _
Lilly Hall of Life Sciences.
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September 1, 2005
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November 24, 2005

Chinese
review
homicide
evidence

Chen likely to
be prosecuted '!! ‘
pendlng exam |

By lxe(..
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November 24, 2005

Ex-Purdue
tudent

entenced
0 death

Py THE ASSOCIATED PRESS

BELJING — A former Purdue
University graduate student has
been sentenced to death for mur-
Hering her husband in Indiana
hiding his dismembered body in
khe trunk of a car, state media said
Wednesday.

Shanghai's No. 1 Intermediate
court sentenced Danlei Chen, 29,
ko death with a two-year reprieve
on Monday, the Peo-
ple’s Daily newspa-
per said. Such sen-
tences are routinely
commuted to life in

is cooperative.
Chen, 29, was
ordered to

pay her husband
Lei He's parents
$55,000 in compen-
sation, the paper
said. Chen'’s lawyer,
Zhang Peihong, told
the Shanghai Daily
newspaper his cli-
ent had no plans to
appeal the verdict.
Chinese media
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Not Always Murder ....
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We've come a long way ....

HTCU Members

Purdue University Cyber Forensics Department
Tippecanoe County Prosecutors Office
Lafayette Police Department

West Lafayette Police Department

Purdue University Police Department
Tippecanoe County Sheriff's Department
Tippecanoe County Community Corrections
Tippecanoe County Probation Department
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Edmond Locard, also known
as the "Sherlock Holmes of

France' came up witha
principle that states that '
every contact by a criminal
leaves behif_ld a trace.

F—

“Elementa I_,,
my dear
Watson!”

“I don't meed o check anybing with ‘lhe
borys in Farensics”, | kneow it was yom,”
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