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Current Topics
• iOS 13.5

• Exposure Notification API (Contact tracing apps)
• Improvements in FaceID based on face masks

• Immediately display PIN option after FaceID
failure

• Facial Recognition Software
• Amazon and IBM will not sell facial recognition 

technology to law enforcement until there are 
Federal regulations on the use of the 
technology

• Microsoft also joins and restated their existing 
policy about not selling facial recognition 
technology to law enforcement established in 
April 2019
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Windows 10 2004 (May 2020)

• No really significant new features
• Problems have been reported
• I had issues with USB ports on 2 HP machines
• “odd” wireless mouse behavior on my laptop
• DON’T RUSH IN ON THIS ONE!!
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Current Topics

• New Microsoft Feature Experience Pack 
(Windows v2004, May 2020)

• On-Demand Feature
• Includes features “critical to Windows 

functionality”
• Nothing really new at the moment
• Appears to be a technique to bundle 

features that can be updated more quickly 
than normal feature releases
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Current Topics

• What happened to Microsoft Cortana?
• Introduced 5 years ago as a response to Siri and 

Alexa
• Now Cortana no longer listening for “Hey Cortana”
• Now billed as “Personal Productivity Assistant for 

Microsoft 365”
• Email for “cortana@microsoft” now part of 

Microsoft 365 Enterprise daily “Briefing” feature
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Where It Began For Me 
October 14, 1999

• Student Suicide in ME Building
• Left electronic suicide note
• Called by PUPD to “print the screen”
• Time of death in question
• My first meeting with “Doc” 

(Martin Avolt, DVM)
• First discussion between PUPD and 
Coroner about “Computer Forensics”
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Forensic Mindset

• Digital Forensic Mindset – Condensed Definition:

• Using your skills to determine what has 
occurred or,

• What most likely occurred as opposed to 
what is possible

• You do NOT work for anyone but the TRUTH!

• The tools used are not nearly as important as the 
person using them!

8

8



PWC G8 Gals@Technology 6/12/2020

9

History & Development

• Francis Galton (1822-1911)
• First definitive study of fingerprints

• Sir Arthur Conan Doyle (1887)
• Sherlock Holmes mysteries

• Leone Lattes (1887-1954)
• Discovered blood groupings (A,B,AB, & 0)

• Calvin Goddard (1891-1955)
• Firearms and comparison

• Albert Osborn (1858-1946)
• Developed principles of document examination

• Hans Gross (1847-1915)
• First treatise on using scientific disciplines in criminal investigations.

• First FBI CART Team (1984)

• Digital “wing” of the American Academy of Forensic Science (2007)

9



PWC G8 Gals@Technology 6/12/2020

10

“The Computer”

• Computer as Target of the incident
• Get to instructor’s test preparation
• Access someone else’s homework
• Access/Change a grade
• Access financial information
• “Denial of Service”

• Computer as Tool of the incident
• Word processing used to create plagiarized work
• E-mail sent as threat or harassment
• Printing used to create counterfeit material

• Computer as Incidental to the incident
• E-mail/file access used to establish date/timelines
• Log information to establish date, time, location
• Stored names and addresses of contacts or others 

potentially involved in the incident
10
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General Types of Digital 
Forensics
• “Network” Analysis

• Communication analysis
• Log analysis
• Path tracing

• Media Analysis
• Disk imaging
• MAC time analysis (Modify, Access, Create)
• Content analysis
• Slack space analysis

• Code Analysis
• Reverse engineering
• Malicious code review
• Exploit Review

• The “puzzle” is a combination of all the above pieces 11
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Computer People are from Mars 

Law Enforcement is from Venus
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Advantage of Computer People

• Natural curiosity
• “Obsessed” with detail
• Problem/puzzle solving is 

their profession/passion
• Intuitive thinkers
• Look for “creative” solutions

16
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Advantage of Law 
Enforcement

• Trained investigators 
• Interviewing skills and creativity
• Fact-finding is their life 
• Understanding the criminal psyche 
• Access to additional resources
• Can tie things to other incidents
• Broad data collection reach

17
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General Defense Strategies

•Not Me Defense (aka SODDI, 
TODDI)

•Mind-Numbing Detail Defense
• Indict the Examiner Defense 
(aka Dennis Fung Defense)
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A Day I Will Never Forget – August 3, 2001
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Sunday, August 5, 2001
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Tuesday, August 7, 2001
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Wednesday, August 8, 2001
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Thursday, August 16, 2001
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Tuesday, August 14, 2001
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August 16, 2001
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September 12, 2004
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September 1, 2005

29



PWC G8 Gals@Technology 6/12/2020

30

November 24, 2005
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November 24, 2005
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Not Always Murder ….
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We’ve come a long way ….

HTCU Members

Purdue University Cyber Forensics Department
Tippecanoe County Prosecutors Office
Lafayette Police Department
West Lafayette Police Department
Purdue University Police Department
Tippecanoe County Sheriff's Department
Tippecanoe County Community Corrections
Tippecanoe County Probation Department
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