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e Cambridge Analytica used a quiz at called This Is
Your Digital Life

* App advertised on Amazon

* Participants were paid S5 to participate but
users had to have a Facebook account

* Information harvested for respondents AND
their friends

* 320,000 Facebook users with around 87 million
friends

* Individuals linked to electoral records were
targeted with highly personal political
advertising



Facebook Data
Breach

* Facebook has begun notify users
who were affected

We understand the importance of keeping your data safe.

We have banned the app “This Is Your Digital Life,” which one of your
friends used Facebook to log into. We did this because the app may
have misused some of your Facebook information by sharing it with a
company called Cambridge Analytica. In most cases, the information

was limited to public profile, Page likes, birthday, and current city.

You can learn more about what happened and how you can remove
apps and websites anytime if you no longer want them to have access

to your Facebook information.

There is more work to do, but we are committed to confronting abuse

and to putting you in control of your privacy.



Check What Data

Facebook Knows
About You

* |n Settings

[E Privacy

=1 Timeline and Tagg:. .

@ Blocking
E Language

@ Notifications

Mobile
Bl Public Posts

E Apps

[F3 Ads h

= Payments
@ Support Inbox
| videos

Name

Usemame

Contact

Ad account contact

Networks

Temperature

Manage Account

Download a copy of your Facebo

Todd Haselton



Your Information

o Your interests.

Business and industry
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American Civil
Liberties Union

Instagram




Your Information

Your information

Your categories

Birthday in March

Facebook access (mobile): smartphones and tablets

Facebook access: older devices and OS

Facebook access (browser): Chrome

Facebook access (network type) 4G

Facebook access (network type): Wik

US politics (liberal)

Facebook access (mobile): Apple (105 )devices

Frequent Travelers

Engaged Shoppers

Facebook Page admins

Technology early adopters



Recommended

and Tagging .s Choose friends to contact if you get locked out

w

Your Information

Where You're Logged In
ns

Windows PC - Englewood Cliffs, NJ, United States

* Locations iPhone 8 Plus - Newark, NJ, United States
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iPhone 7 Plus - Philadelphia, PA, United States

Samsung Galaxy S8 - Maplewood, NJ, United States
| Samsung Galaxy S8 - Baltimore, MD, United States
i Google Pixel XL - Maplewood, NJ, United States

Motorola Moto Z Droid - Los Angeles, CA, United States

See Less




Your Information

* Ads you clicked

@ Todd Haselion

== News Feed

o Messenger

E Watch

[ Marketplace
Shortcuts

o TechnoBuffalo
B Swap/Meet SOMa
@ Only NYC Memes

@ South Orange Elks...

i8] SOMa Lounge

Explore

Events
o Groups

Pages

¥} Fundraisers
24| Friend Lists
,{{"‘ Manage Apps
* Insights

E Games

E] Ads Manager
€%) On This Day

= See More

@5 Recent Ad Activity

Recent Saved 0

Will it be the Warby Parker of briefcases?
Time to be a professicnal. Stop carrying that backpack to the offi

Alto
“The most beautiful iPhone case you've never heard of

Join the Revolution!
“The graphics are just INSANE"

#timeless #handmade #waterproof #15inchlaptop

"Since you asked, I'm not sure how you can da it, I'll like a work b...

Your iPhone Should Look as Good as Your Boots, R..

The only thing that can make your iPhene or Apple Watch look b
Nomad

Leave Feadback «

A Save

Leave Feedback =

R Save

Leave Feedback =

A Save

Leave Feedback =

A Save

Leave Feedback «

A save

Leave Feedback w



Your Information

R

Poﬁugués (Brasi
Frangais (France) - Deutsch

,»I’ Manage Apps
{ { Insights
m Games

m Ads Manager

* What you did years ago Qontusnsy 1

~ See More...

Create
Ad - Page - Group - Event
Fundraiser

That's all for November 17.
Here are some mare memories that we hope you like.
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Protecting Your Tech
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Scott Ksander
ksander@purdue.edu




Let’s Talk About Cybersecurity

>

>

>

Security is the belief that a system will behave as intended
» The right message will get to
» The right person at
» The right place at
» The right time

A secure system does no more or less than intended.
TRUST is a assessment of the system’s likely behavior

If you are using a digital product that you didn’t pay for, YOU are the product




The Cyberworld Is A Dangerous Place,
Just Like The Physical World

Yes - Facebook knows things about you
Yes - Your bank knows things about you
Yes - Your phone company knows things about you

Yes - Your cable company knows things about you

vV v.v. v Vv

Yes - Your doctor knows things about you

» Yes - all this data is stored electronically and almost certainly accessible from
anywhere in the world




No, You Are Not Safe If ....

No - You are not safe if you have a router
No - You are not safe if you don’t have Wi-Fi
No - You are not safe if you just do email

No - You are not safe if you only have a Mac

vV v.v. v Vv

No - You are not safe if you don’t use Twitter

» No, you aren’t always safe in the Cyberworld, just like you aren’t always safe
in the physical world




Cybersecurity Is All About
Cost, Benefit, Risk Tradeoffs

Cost - money and effort you are willing to invest?

Benefit - the value of connectivity and maintaining communication, contacts,
and conveniences

Risk - what’s really at risk?




What Would You Do?

» If your mobile device (phone, laptop, ...) battery was running low and you
could get 2 more hours if you turned off the security features?




The World In 2018

» The most popular password worldwide was “12345”. The second most popular was
“password”

» 7 out of 10 organizations say their cybersecurity risk increased in 2017

» 54% of companies experienced at least one successful attack that compromised
data and/or IT infrastructure in 2017

» 77% of attacks in 2017 utilized exploits (broken software) or “fileless” techniques

» 69% of organizations no longer believe their antivirus alone can stop the threats
they are seeing

> goout of 5 organizations replaced or augmented their existing antivirus solution in
17

» Only 33% of organizations believe they have adequate resources to manage
cybersecurity effectively

» Worldwide cybersecurity spending will reach $96 Billion in 2018

» The total cost of a successful cyber attack is over $5 million (average
$301/employee)




Trends For 2018

Attacks are evolving to incorporate fileless techniques
Antivirus solutions are being replaced or supplemented

Security is getting more expensive and difficult to manage

Ransomware is on a steep decline while cryptomining malware booms
Internet of Things (loT) will be Massive in 2018 (11 Billion connected devices)

The “S” in loT stands for Security

vV v v v v v Y

Using data to “control” the opinions of human targets is on the rise
» 60% of Americans get news from social media

» 30% say social media is their ONLY source for news

» http://assets.pewresearch.org/wp-
content/uploads/sites/13/2017/09/13163032/PJ _17.08.23 socialMediaUpdate_FINAL




There is an email going around
offering processed pork, gelatin

and salt in a can.

If you get this email, do not
open it. It's spam.




That’s Depressing - What Can | Do?

Remember, some information really is personal
Don’t rush. Assess the situation. Think before you Click.
Use good passwords. “BoilerUp” may not be your best choice.

» Password keepers are good but the Master Password must be REALLY good.

» Dashlane, Sticky Password Premium, Keeper Password Manager and Digital Vault, LogMeOnce
(https://www.pcmag.com/article2/0,2817,2407168,00.asp)

Use good sources of information (PCMag, Cnet, Macworld, 9to5Mac)

Use only trusted Wi-Fi sources. Free isn’t always free!!




That’s Depressing - What Can | Do?

» KEEP BACKUPS!! (at least 3 copies)

» On your machine

» Somewhere else in your house (USB Drive)

» In the cloud (OneDrive, iCloud, GoogleDrive, AmazonDrive, Carbonite, Mozy)
» Good machine security package (aka AntiVirus)

» Free ones are good

» For money versions are better with more fileless protection schemes (Norton, McAfee,
Webroot)

» Be sure to use the update service/subscription at least once a month. Once a week is better




| FINALLY FIQURED
OUT A WAY TO

ARE OURT

COMPUTER

M




Preliminary Worldwide PC Shipments 1Q18

1Q18 1Q18Market 1Q17 1Q17 Market 1Q18-1Q17
Shipments Share (%) Shipments Share (%) Growth (%)
12,856 20.8 12,505 20.0 28

12,346 20.0 12,305 19.7 0.3

9,883 16.0 9,277 14.8 6.5

Apple 4,264 6.9 4,199 6.7 1.5
3,900 6.3 4,458 71 -12.5

Acer Group 3,828 6.2 4,189 6.7 -8.6
14,609 23.7 15,637 25.0 6.6

Total 61,686 100.0 62,569 100.0 -1.4



Close-cropped hair, just
like Dad's when he
worked al Big Blue,

Computing is serious
business. Keep a
slraight face.

Self Image??
Religion??

Power tie: all the
color he requires,

Center pen kept
BHIE_F CASE: In custom-cratted
Portége Toshiba pockel protector,
laptop « Microsoft Ofice

installation disk« PG
Magazine - Byte » One
Kircom Credit Card
Ethernet modem « One
10-base T-cable+An HH
325 caloulator A
Lotus penknifies
Needlenose pliers=A
multi-tip screwdriver.

* Nerd v Cool
* “The System” v “Free Spirit”

Imilation Rolex.

Brooks Brothers,
What alse?

THE WINDOWS USER

HOBBIES: No time for hobbies, still trying fo
install system.

SECRET SHAME: Has @ Mac at home for
“the kids". Really, really liked Microsoft Bob,
BELIEF: Thinks Bill Gates is God.

IBM Networking

BACKPACK:
PowerBook Duo 230;
accessories - Metricom Ricochet

wireless modem -lomega Zip drive; Ihu casual 5
five full cartridges - Extended key- Seinfeld-cul” is
board and mouse - Nokia 100 cell In. 0f course,
phone - Newton MessagePad - A / Jerry would never
few scratched up floppy use a PC.
disks - MacAddict - Ong 8-pin

serial cable <Piles of notes,

papers and fransit schedules.

The earring Isn't mak-
Ing the statement it
once was, but it stil|
helps to draw the line.

You never know

never | Mandatary wacky
when you're going lo watch just looks cool.
need a PhoneNet =
canneclor

The denim shirt is

slandard Issue. Get

one.

THE MAC ADDICT
HOBBIES: No time for hobbles, too busy spam-
ming Windows-anly developers.
SECRET SHAME: Still uses WriteNow for word
processing.

BELIEF: Thinks Bill Gates thinks he's God.




Honestly,
The War Is Over

* Major applications and files are all
compatible

 Total Cost Of Ownership (average
system for average life) difference
is down to under S300.

* Applications and support are the
only keys

* Ecosystems are converging with
mobile advantage to Apple




Don’t forget about
SaaS/DaaS

» Software as a Service

* Desktop as a Service

* Hosted Desktop Solutions starting
at S14/month based on
Chromebook (5100-$150)

* Side benefit — almost virus-proof
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PDF

* Portable Document Format
Developed in 1990
Became open format in 2008
Royalty free for implementation

Provides for encryption, digital
signatures, attachments, and
metadata




PDF

* Subset of Postscript page
description programming language

A font-embedding/replacement
system to allow fonts to travel with
the document

A structure to bundle all elements
into a single file with data
compression options for easy
transport




Adobe Acrobat

* |nitial release June 15, 1193

e April 2015 rebranding with DC
(Document Cloud)
* Adobe Acrobat Reader DC
* Adobe Acrobat Standard DC
* Adobe Acrobat Pro DC

* Reader DCis FREE and also
integrates with browsers

https://get.adobe.com/reader/



L6 Save
P rl nt Save As: .Fr.inte.c.l to PDF.pdf . . B
) Copies: |7 % Where: | Docu =
- Title: | Printed a file to PDF, Easy{
Print e —————
Author: OSXDaily.com
Printer Subject:
HP Laserlet Professional M1... Keywords:
=, :
'::.% Offline - .
| Security Options... |
ﬁl Fax
) leady i )
' | Cancel | | Save |
HP Laserlet Professional M1132 MFP
S offine
- Microsoft Print to PDF
o Reacly

Print To PDF

Best Way To Create Most Transportable Print File




Digital Assistants

Cortana Alexa Google Now



The Short History of Voice Control

* Launched in 2011, Apple’s Siri was the first voice activated technology
to hit the streets in 2011 on iOS5 with the launch of the iPhone 4S.

* The following year saw search giant Google follow suit with Google
Now on its range of Android 4.1 (Jellybean) phones. .... only to be
replaced with Google Assistant which first launched in Spring 2016
with the Google Home.

* The most established of these is Amazon’s digital assistant, Alexa,
which made its debut in November 2014, and has since branched out
from Amazon's own hardware into a number of third-party devices
like the C by GE Sol, Amazon Fire smart TVs and the Logitech Harmony

Hub.




Trends That Will Define 2018 In This Space

* Breaking out of the house

* Battle for the office

* Another change for 3" party hardware
e Smart display wars get real

* Time to monetize!

* One device, many assistants?

* New competitors coming

 Real “artificial” intelligence



Remember
“Monitize”

* If you use any digital product for
free, YOU are the product

* Yes, it does “listen”

OUR BRAND
PURPOSE

MAKE AS MUCH MONEY
OFF QF YOU AS WE CAN

|

|

|
MILLENNIALS
LOVE BRANDS

' THAT ARE

' PURPOSE-DRIVEN.

@ marketoonist.com



| THINK MY NEST SMOKE
ALARM IS GOING OFF.
GOOGLE ADWORDS JUST
PITCHED ME A FIRE
EXTINGUISHER AND AN OFFER
FORTEMPORARY HOUSING.

TOLD YOS MEST THAT TOLD YA,
SMNQS THAT TOLD ME THAT YL
e YOUR WHFE AN APOLQIGY,

T OZEM RED BOSES AR SodlY
4799 FOeA LIMWIED TiME

| — -
YOUR FEORNE TOLD YOUR FITEN THAT il F a1 EL
| UL i
I

@ marketoonist.com
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