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Current Topics

Facebook!!







Facebook Data 
Breach

• Cambridge Analytica used a quiz at called This Is 
Your Digital Life

• App advertised on Amazon
• Participants were paid $5 to participate but 

users had to have a Facebook account
• Information harvested for respondents AND 

their friends
• 320,000 Facebook users with around 87 million 

friends
• Individuals linked to electoral records were 

targeted with highly personal political 
advertising



Facebook Data 
Breach

• Facebook has begun notify users 
who were affected



Check What Data 
Facebook Knows 
About You
• In Settings



Your Information



Your Information



Your Information

• Locations



Your Information

• Ads you clicked



Your Information

• What you did years ago
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Let’s Talk About Cybersecurity

 Security is the belief that a system will behave as intended

 The right message will get to

 The right person at

 The right place at

 The right time

 A secure system does no more or less than intended.

 TRUST is a assessment of the system’s likely behavior

 If you are using a digital product that you didn’t pay for, YOU are the product



The Cyberworld Is A Dangerous Place,
Just Like The Physical World

 Yes – Facebook knows things about you

 Yes – Your bank knows things about you

 Yes – Your phone company knows things about you

 Yes – Your cable company knows things about you

 Yes – Your doctor knows things about you

 Yes – all this data is stored electronically and almost certainly accessible from 
anywhere in the world



No, You Are Not Safe If ….

 No – You are not safe if you have a router

 No – You are not safe if you don’t have Wi-Fi

 No – You are not safe if you just do email

 No – You are not safe if you only have a Mac

 No – You are not safe if you don’t use Twitter

 No, you aren’t always safe in the Cyberworld, just like you aren’t always safe 
in the physical world



Cybersecurity Is All About
Cost, Benefit, Risk Tradeoffs

Cost – money and effort you are willing to invest?

Benefit – the value of connectivity and maintaining communication, contacts, 
and conveniences

Risk – what’s really at risk?



What Would You Do?

 If your mobile device (phone, laptop, …) battery was running low and you 
could get 2 more hours if you turned off the security features?



The World In 2018

 The most popular password worldwide was “12345”.  The second most popular was 
“password”

 7 out of 10 organizations say their cybersecurity risk increased in 2017

 54% of companies experienced at least one successful attack that compromised 
data and/or IT infrastructure in 2017

 77% of attacks in 2017 utilized exploits (broken software) or “fileless” techniques

 69% of organizations no longer believe their antivirus alone can stop the threats 
they are seeing

 4 out of 5 organizations replaced or augmented their existing antivirus solution in 
2017

 Only 33% of organizations believe they have adequate resources to manage 
cybersecurity effectively

 Worldwide cybersecurity spending will reach $96 Billion in 2018

 The total cost of a successful cyber attack is over $5 million (average 
$301/employee)



Trends For 2018

 Attacks are evolving to incorporate fileless techniques

 Antivirus solutions are being replaced or supplemented

 Security is getting more expensive and difficult to manage

 Ransomware is on a steep decline while cryptomining malware booms

 Internet of Things (IoT) will be Massive in 2018 (11 Billion connected devices)

 The “S” in IoT stands for Security

 Using data to “control” the opinions of human targets is on the rise

 60% of Americans get news from social media

 30% say social media is their ONLY source for news

 http://assets.pewresearch.org/wp-
content/uploads/sites/13/2017/09/13163032/PJ_17.08.23_socialMediaUpdate_FINAL.pdf





That’s Depressing – What Can I Do?

 Remember, some information really is personal

 Don’t rush.  Assess the situation.  Think before you Click.

 Use good passwords.  “BoilerUp” may not be your best choice.

 Password keepers are good but the Master Password must be REALLY good.

 Dashlane, Sticky Password Premium, Keeper Password Manager and Digital Vault, LogMeOnce
(https://www.pcmag.com/article2/0,2817,2407168,00.asp)

 Use good sources of information (PCMag, Cnet, Macworld, 9to5Mac)

 Use only trusted Wi-Fi sources.  Free isn’t always free!!



That’s Depressing – What Can I Do?

 KEEP BACKUPS!!  (at least 3 copies)

 On your machine

 Somewhere else in your house (USB Drive)

 In the cloud (OneDrive, iCloud, GoogleDrive, AmazonDrive, Carbonite, Mozy)

 Good machine security package (aka AntiVirus)

 Free ones are good

 For money versions are better with more fileless protection schemes (Norton, McAfee, 
Webroot)

 Be sure to use the update service/subscription at least once a month.  Once a week is better







Self Image??
Religion??
• Nerd v Cool
• “The System” v “Free Spirit”



Honestly, 
The War Is Over
• Major applications and files are all 

compatible
• Total Cost Of Ownership (average 

system for average life) difference 
is down to under $300.

• Applications and support are the 
only keys

• Ecosystems are converging with 
mobile advantage to Apple



Don’t forget about 
SaaS/DaaS

• Software as a Service

• Desktop as a Service

• Hosted Desktop Solutions starting 
at $14/month based on 
Chromebook ($100-$150)

• Side benefit – almost virus-proof



PDF 

• Portable Document Format

• Developed in 1990

• Became open format in 2008

• Royalty free for implementation

• Provides for encryption, digital 
signatures, attachments, and 
metadata



PDF 

• Subset of Postscript page 
description programming language

• A font-embedding/replacement 
system to allow fonts to travel with 
the document

• A structure to bundle all elements 
into a single file with data 
compression options for easy 
transport



Adobe Acrobat 

• Initial release June 15, 1193

• April 2015 rebranding with DC 
(Document Cloud)

• Adobe Acrobat Reader DC 
• Adobe Acrobat Standard DC
• Adobe Acrobat Pro DC

• Reader DC is FREE and also 
integrates with browsers

• https://get.adobe.com/reader/



Print To PDF
Best Way To Create Most Transportable Print File



Digital Assistants



The Short History of Voice Control

• Launched in 2011, Apple’s Siri was the first voice activated technology 
to hit the streets in 2011 on iOS5 with the launch of the iPhone 4S.

• The following year saw search giant Google follow suit with Google 
Now on its range of Android 4.1 (Jellybean) phones. .... only to be 
replaced with Google Assistant which first launched in Spring 2016 
with the Google Home.

• The most established of these is Amazon’s digital assistant, Alexa, 
which made its debut in November 2014, and has since branched out 
from Amazon's own hardware into a number of third-party devices 
like the C by GE Sol, Amazon Fire smart TVs and the Logitech Harmony 
Hub.



Trends That Will Define 2018 In This Space

• Breaking out of the house
• Battle for the office
• Another change for 3rd party hardware
• Smart display wars get real
• Time to monetize!
• One device, many assistants?
• New competitors coming
• Real “artificial” intelligence



Remember 
“Monitize”

• If you use any digital product for 
free, YOU are the product

• Yes, it does “listen”




