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for the Purdue Retirees Newsletter and does
presentations for the Purdue Women'’s Club
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Purdue story — and the adventure continues ...)




PWC G8 Gals@Technology 4/14/2022

Current Topics — Cyber Warfare

* “Senior U.S. law enforcement and Homeland Security officials have told ABC News that there is growing concern
that Russia could launch further cyberattacks against the West. The potential targets include electrical grids, banking
systems and mobile networks, according to the officials.”

» "Freaking out is not a productive thing to do. There are lots of reasons to think that the fact that something is out
there but that doesn't mean it could happen," Stuart Madnick, the founding director of Cybersecurity at MIT Sloan,
told ABC News. "But there are still a number of things that people can do to stay safe and protected.”

» There are two types of cyberattacks, he said: ones that have an indirect impact on people's livelihood and attacks
targeting the tech of specific people.

The biggest indirect hacking examples in the past have targeted key infrastructure points such as the Colonial
Pipeline ransomware attack in May 2021, which affected everything from gas prices to flights.

"In the last two years, we've been seeing more of these attacks around the world," Madnick said. "You need to realize
how many of our systems are connected to computers and just one hack can have bigger effects.”

» The federal government has called on businesses to make sure their information technology teams update their
computer software to close any vulnerabilities and train their employees to watch out for any malware.

Current Topics — Cyber Warfare

* Mandate the use of multi-factor authentication on your systems to make it harder for attackers to get onto your system;
* Deploy modern security tools on your computers and devices to continuously look for and mitigate threats;

* Check with your cybersecurity professionals to make sure that your systems are patched and protected against all known
vulnerabilities, and change passwords across your networks so that previously stolen credentials are useless to malicious actors;

e Back up your data and ensure you have offline backups beyond the reach of malicious actors;
* Run exercises and drill your emergency plans so that you are prepared to respond quickly to minimize the impact of any attack;
e Encrypt your data so it cannot be used if it is stolen;

 Educate your employees to common tactics that attackers will use over email or through websites, and encourage them to
report if their computers or phones have shown unusual behavior, such as unusual crashes or operating very slowly; and

* Engage proactively with your local FBI field office or CISA Regional Office to establish relationships in advance of an?/ cyber
incidents. Please encour%ge Kour IT and Security leadership to visit the websites of CISA and the FBI where they will find
technical information and other useful resources.
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We Grew Up In a Different Time

We Grew Up In a Different Time

» Average cost of a new car - $1,700 (1952)

» Dozen eggs - 25 cents

» Gallon of gas - 20 cents

» Average college professor salary - $5,100/yr
» Life was more local

» Long distance communication was expensive
» We were more trusting
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We Are The Target

» Seniors tend to be trusting and polite
» Seniors usually have financial savings and good credit
» Seniors are less inclined to report fraud

» “Elder fraud” currently nets $3 Billion annually and
growing

Seniors lose an average of
$500 - $1,500 when scammed.

70-79

$700

60-69

$500

50-59 $400
40-49 $300
30-39 $279
20-29 $328

Median $ Loss By Age Group

(Federal Trade Comission, 2020) )
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Tech support scams are the

most common kind of scam

reported.

Online Online Prizes/Sweepstakes/
Shopping Shopping Lotteries
Imposter:

Business
Imposter: Imposter:
Business Business
Imposter: Imposter: Online
Government Government Shopping
Romance Imposter: Imposter:
Scams Family/Friend Family/Friend
60 - 69 70 - 79 80 & Over

Most Common Scams By Age Group
(Federal Trade Comission, 2020)

Romance scams cause the larg-
est losses reaching an average
of $10,000 for those 70-79.

Prizes/Sweepstakes/,
Lotteries

60-69 70-79 80 & Over

#1 Scam By Median Losses By Age Group

(Federal Trade Comission, 2020)
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The phone is the most
common contact method for

sCammers.

60-69 70-79 80 & Over

Top Scam Contact Methods By Age Group

Federal Trade Comission, 2020
\ ! ! /
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Golden Rules
»Slow It Down! Panic is their objective.
» Do your research and double check.
»Stop! Don’t Send.
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Things That Will NEVER Happen

» Microsoft will NEVER call you
» Amazon will NEVER call you
» The IRS will NEVER call you
» Apple will NEVER call you

» Nobody is monitoring your PC or phone to
call you and “help” with problems
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Common Types of Scams

» Sweepstakes/Charity/Lottery scams

» Romance scams

» Grandparent scams

» Fake Medical Insurance Plans

» Tech Support scams

» Robocall Credit Card Interest Reduction
» Business Opportunity Schemes

» Money Transfer Systems Fraud

» Real Estate Scams

14
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The Objective - Your Identity and Your Money

» The more | can learn about you, the
easier it is to impersonate you

» Get you to panic and disclose
information or send money

» Get you to click on an unknown
website so they can gather your
information

15

Phishing Email

» Think before you click

“To improve your credit score, just click HERE

To stop getting these annoying emails, just click HERE”

16
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Your PAYMENT !! (URGENT)
€5 Reply | % ReplyAll | — Forwerd

BBVA Bank <tx@bbvaus.com>
To ksander@purdue.edu Mon 7/12/2021 3:42 AM

BBVA Bank
Address” 2001 Kirby Dr, Houston, TX 77018, USA
Tel: +1 (713) 831-5808 . Direct Line! + 1 (713) 987-4282

Working Hours-
Monday — Friday SAM-6PM
Saturday — Sunday Closed

REF: BBVAUSA/GOV/RE/GRANT/6M/D508920)

Dear Sir!

You have a payment of Five Million USD ($5.000.000) with us at BBVA Bank — River Qaks; # 2001 Kirby Dr, Houston, TX 77019, USA

Your name and email address was submitted to our bank by your State Government as one of the Government recipients to receive the
State Government COVID-18 Financial Aid (Economic Relief Grants).

Please email this office with a Copy of your ID card (Passport or Driving License), Your full Names, Address, Profession, Phone/
WhatsApp Numbers, to enable us to process the transfer of your fund before the bank closes ftoday as instructed by your State

Government.

Our team 1s available via WhatsApp as an alternative to email should this be a preference.

Sincerely,

Chris STEPHENS (Dr.)
Director of Operations BEVA USA
e-Mail: dr.cstephens@usbbva.us
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Banking, Crzdifii (-] = x
< C (f & bbvausscom * * &
2 oApps BN PR (%) ok (I Ti O Conline € Facebook W Twitter § StockTwits @ Sense @l Purdue SPAM @ Porch Floor » Other bookmarks Reading list

B BVA PERSONAL SMALL BUS S COMMERCIAL CORPORATE WEALTH &Become a Customer

Checking  Savings  CreditCards  Lending  Mortgages  Investments  Specialty Programs  Digital Services  MoneyFit  Hol

Online Banking Sign In

& Username

BEVAB PR

-

[[] Remember Me

Learn more about the transition to PNC - timing, updates and FAQs.
Forgot Your Username?

Forgot Your Password?
Visit the PNC Welcome Center Activate Your Online Banking
More Online Services

View Demo Videos
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I Contact Us | BEVA X+ (-] = x
< C (Y @ bbvausacom/contacthtmi#contact * * & :
pps ERPFCU @ US.Bank (J TIAA @ JConine ) Facebook WP Twitter § StockTwits @ Sense @i Purdue SPAM @ Porch Floor Other bookmarks Reading list

Contact us by phone

(N

To help us verify you faster when you speak with an agent, follow these steps before calling:

1. Signinto your BBVA Mobile Banking App

2. Tap onthe microphone and say "Customer Service"

3. Verify your phone number and choose a Customer Service Area
4. Press "Call Now"

We recommend doing this each time you call us for faster service.

Return to top

Holidays Closed: New Year's, 4th of July, Thanksgiving, and Christmas

Customer Service and New Accounts
(Alabama, Arizona, California, Colorado, Florida,
New Mexico, and Texas)

1-844-BBVA USA

(1-844-228-2872)

Mortgage Origination Inquiries
1-888-8-LENDING

(1-888-853-6346)

Automated Loan Payoff

1-800-239-1966

BBVYA American Express Card Customer Service
1-844-622-2282

A Return to top

Online and Mobile Banking Customer Service
1-800-273-1057

Custormer Service and New Accounts
(other states)

1-866-5-DIGITAL

(1-866-534-4482)

Home Equity Loans and Home Equity Lines of Loan Customer Service
Credit 1-800-239-1996
1-844-228-2872

Credit Card Customer Service
1-800-239-5175

International (Mexico) Customer Service
001-866-342-2512

Investment Solutiens Custormer Service
1-800-239-1930
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EMAIL/MAILBOX MIGRATION

Your help desk
Technical Support Team.

0 Jeremy Michael Nelson <nelsa372@purdue.edu>
To

Dear Student/Faculty/Staff, we are migrating all E-mail accounts to the new Outlook Web App 2021 and as such, all active account holders should review and log in to update and
migration will now take effect automatically. This is done o improve the security and efficiency through the latest spam mailing.
To avoid service interruptions, please click on this GATEWAY to update your Outlook Web App 2021 entries and log in to migrate.

€ Reply

€ Reply Al

Failure to migrate your account within 48 hours will result in your account being suspended temporarily so you can not receive or send email until you migrate your account mailbox.

.| http://logostickerei.ch/
ng all E-mai p2dvzhmSmuiwrzemkd1ytbzn3a= ok \
This is dop Click ﬂr_tap to follow link. d e

n this GATEWAY to update your Outlool

Tue 7/13/2021 1212 PM

—> Forward L
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Fake Phone Calls
(Caller ID is VERY easy to fake)

“l am researching COVID-19 vaccination opinions, can you please read me the
information on your vaccine card.”

“l need to confirm your vaccine information for our records so you can get a
refund on your 2022 income tax.”
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Top 7 scam predictions for 2022

#7: COUNTERFEIT SHOPPING SITES. ...
#6: NATURAL DISASTER SCAMS. ...
#5: CRYPTOCURRENCY CONS. ...

#4: DATA BREACHES. ...

#3: SOCIAL ENGINEERING SCAMS. ...
#2: THE INTERNET OF THINGS. ...

#1: SIM SWAPPING. ...

22
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SIM Swap Scam

The fraud exploits a mobile phone service provider's ability to
seamlessly port a phone number to a device containing a

different subscriber identity module (SIM). This mobile number
portability feature is normally used when a phone is lost or stolen, or a
customer is switching service to a new phone.

The fraudster contacts the victim's mobile telephone provider. The
fraudster uses social engineering techniques to convince the telephone
company to port the victim's phone number to the fraudster's SIM. This
is done, for example, by impersonating the victim using personal details
to appear authentic and claiming that they have lost their phone.

Once this happens, the victim's phone will lose connection to the
network, and the fraudster will receive all the SMS and voice calls
intended for the victim. This allows the fraudster to intercept any one-
time passwords sent via text or telephone calls sent to the victim and
thus allows them to circumvent many two-factor authentication metho
of accounts (bank accounts, social media accounts, etc.) that rely
text messages or telephone calls.
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What Can We Do?

» Never give out personal information

» Research with others. Re-contact people at a number or address you can

> National Elder Fraud Hotline 1-833-372-8311 (1-833-FRAUD-11)
» FTC - 1-877-382-4357 (1-877-FTC-HELP)

Slow things down and don’t panic

verify.

Don’t accept contacts (email or phone) from people you don’t know. Verify
that they are people you know. (challenge question)
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IT's GooD TO O,
WATCH THE EVENING i@,
M NEWS TO FIND QUT
b |sreainG |l THIS WORLD 15 FILLED
| | NEWS WITH PEOPLE A LOT
§ WORSE OFF THAN US.
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