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Basic Computer
Maintenance




Current Topics

Ransomware - #WannaCry, #WannaCrypt

How Ransomware Works

Ransomware starts with an unsolicited
email, typically designed to trick the victim
into clicking on an attachment or visiting a

“Kill Switch” found "~

e The ransomware
leverages flaws in
the computer’s
operating system to
force it to run
ransomware code.

by a Purdue Alum!!

The ransomware
encrypts important
files on the system
and demands a
ransom payment
using the digital
currency bitcoin.
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The WannaCry ; /\ il

ransomware uses .-

a Windows flaw to replicate
itself and spread around the
computer network.

Source: staff reports THE WALL STREET JOURNAL.



Computer Maintenance Issues

e Heat
— Dust trap heat
— Blocked airflow

* Mechanical stress/wear
— Fans
— Mechanical disk drives

e Old software



Maintenance Checklist

Fight Off Dust

Open up and Clean Desktops

Ensure airflow

Update Software

Backup (Scott’s rule of 3)

Current Antivirus/Antimalware

Run full Antivirus scan

Uninstall old applications

Clear internet temporary files (aka cache)
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Pens & Writing Calendars & Planners

Dust-Off Disposable Compressed Gas Duster, 10 oz

Cans, 2 Pack
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TOWILS Y 295 customer reviews | 21 answered questions

£ W R BT in Compressed Air Dusters

Price: $13.59 FREE Shipping for Prime members once available

Note: Available at a lower price from other sellers, potentially without free Prime

shipping.
Usually ships within 3 to 5 days.

Ships from and sold by Amazon.com.

Size: 2 Pack
1 Pack 2 Pack 3 Pack
$30.63 $13.59 ~Prime $60.47
5 Pack 6 Pack 12 Pack
$80.36 $26.00 $160.42

« Disposable compressed gas duster

4 Pack
$19.90

« Ideal for workstations, labs, repair benches, household use and on-location

photography
« Provides potent dust-removing power
= Contains bitter ant
Compare with similar items
New (39) from $13.56 & FREE shipping

CJ Report incorrect product information.

Shipping & Moving
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Add to Cart

Turn on 1-Click ordering for this browser

Ship to:

Scott L Ksander- West Lafayett -
47906 ~

Add to List 3

Add to Wedding Registry

Add to your Dash Buttons

Other Sellers on Amazon

$13.56 Add to Cart

+ Free Shipping
Sold by: Kimeco

$13.57 wdkdtacc]

+ Free Shipping
Sold by: Hightide Family Retailers

New ({39) from $13.56 & FREE
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Tools - iFixit
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e 8. https://www.amazon.com/iFixit ssential-Electronics-Toolkit/dp/BOTMRNIFRG/ ref=sr
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You purchased this item on April 18, 2017. A
View this order
.y iFixit shac A F1 ¥ @
A ‘ iFixit Essential Electronics Toolkit
YW 24 customer reviews Qty: 1 J
£
Sale: $24.99 «Prime
FREE One-Day Pickup. Details = Add to Cart
In Stock.
Want it tomorrow, May 162 Order within 5 hrs 20 mins and choose One-Day Shipping Turn on 1-Click ordering for this browser
at checkout. Details
Sold by IFixit and Fulfilled by Amazon. Gift-wrap available.
Ship to:
« Get started in electronics repair with all the bits and precision tools to handle your
Scott L Ksander- West Lafayett -
most urgent screen breaks and battery swaps 47906 ~
« Upgrade your home DIY toolkit with what you need to service door knobs, home
appliances, eyeglasses, and more! . n
- iFixit Lifetime Warranty aaditolli=E N
» See more product details
Add to your Dash Buttons
Compare with similar items
. ) New (3) from $24.99 ~/Prime Other Sellers on Amazon
Click to open expanded view
CJ Report incorrect product information. New (3] from $24.99 +/Prime
Electronics Tool Kit from AmazonBasics Have one te sell? CalllAre e
This portable fool kit includes essential tools for repairing smartphones, —
tablets, and PCs - including iPhone, iPad, MacBook Air, and MacBook Pro, as
‘&;‘ well as gaming consoles and controllers from Nintendo, PlayStation, or XBox. =
~ Shop now,
WiFi & Ethernet Network
Troubleshooting Kit
Frequently bought together ?gs
2
) _ Total price: $196.93 NETSCOUT's AirCheck G2 &
| LinkRunner 2000 Network Troublesh...
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Add all three to List $4,495.00 $4,222.36
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Fight Off Dust

* Periodic vacuum and Dust-Off
 Clear fan area
* Clear keyboard



Desktops — Open It Up

 Blow out dust
 Check airflow and fans



Airflow




Airflow




Update Software

* Try to stay within 3-5 days of current
— Operating System
— Key application



Backup

Data on your machine
Copy somewhere else in your house
Copy somewhere in the Cloud

More protection is never a bad idea



Current Antivirus

e Current “core software”
* Database updates at least weekly



Run Full Antivirus Scan

e Periodically run a full scan
— Quarterly
— Can take many hours



I'@_/] McAfee ‘ LiveSafe — 3

An Intel Company
A Home
@ Mavigation
J(( Completed 2. Full Scan is running X P . .
0% Items: 15925 P b

Scanning HKCR\_CAFEEFAG-0018-0000-0012- |
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[] Turn off my PC if no threats are found during the scan.

Learn more
lssues Found: 0 Files infected by viruses
0 Potentially unwanted programs
0 Files checked during your
last scan:
Issues Fixed: 0 Files infected by viruses 14,999

0 Potentially unwanted programs

0

G i ) McAfee
Copyright ® 2017 McAfee, Inc. Threat Map | About




Clear Internet Cache

Delete Browsing

DP[EEWE Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

empurarv Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

[cookies
Files stored on your computer by websites to save preferences
such as login information.

[ History
List of websites you have visited.

[] Form data
Saved information that you have typed into forms.,

[] passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.

["] InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit,

About deleting brawsing history [ Delete l ’ Cancel

&« C A [1 chrome//chrome/settings/

Chrome Settings
Histon Privacy
Exte Content settings... Clear browsing data...

Google Chrome may use web services to improve your browsi

these services, Learn more

‘I Settings

_‘@File Edit View History Bookmarks Window Help
About Google Chrome

Preferences... a8,

Services >
Hide Google Chrome %H
Hide Others EH
Show All

Warn Befare Quitting (¥2Q)
Quit Google Chrome ¥®Q




Keep Your PC Clean




