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Backup!! 



Make No Mistake 

• You WILL lose your data! 

• The only questions are When? and How? 

– Usage mistake/software 

– Failure of technology 

– Acts of Nature 

 

 

 

– Lost or stolen equipment (113/minute in US) 

 











Things To Consider 

• What to backup 

– Files and preferences (change daily) 

– Full system (periodic) 

 

• Levels of backup 

– Onsite/Local 

– Offsite/Cloud 

– Archival 



Files/Preferences 

• My Documents 
– Docs, spreadsheets, projects 

– Financial information (Quicken, Money, TurboTax) 

• My Photos 

• My Video 

• My Music 

• Favorites 

• Contacts 



Files/Preferences 

• Easy access to individual files or folders 

• Generally most frequent backup 

• Designed for specific retrievals 

• Useful for major device change where system 
hardware or software will change 



Full System 

• Entire system software and all settings 

• Also known as “image backup” 

• Designed to recover from complete failures 

• Period backup, less frequent 

• Also useful to replace or upgrade equipment 



Things To Consider 

• What to backup 

– Files and preferences (change daily) 

– Full system (periodic) 

 

• Levels of backup 

– Onsite/Local 

– Offsite/Cloud 

– Archival 



Levels Of Backup 

• Onsite/Local 
– USB drive with just a simple manual copy 
– Software for periodic copy or “sync” 
– Network Attached Storage (NAS) 

• Offsite/Cloud 
– System-based “sync” (iCloud, OneDrive) 
– Vendors (Mozy, Carbonite, Dropbox, Amazon) 

• Archival 
– Safe Deposit Box 
– Remember you may need to read it someday 
– USB currently the safest connection method 



A Word About Encryption 

• There only 3 types of data 

– Public 

– Password protected 

– Encrypted 

• Look for AES encryption 

• Look for FIPS 107 AES-128 or AES-256 

• Who has the key? 

• Consider WinZip (PC and Mac)  



Specific Solutions 

• USB Drives 

– 64GB Flash Drive $18 (Amazon) 

– 128GB Flash Drive $28 (Amazon) 

– 1TB External Drive $55 (Amazon) 

– 4TB External Drive $115 (Amazon) 

 

• NAS (Network Attached Storage) 

– 4TB “Personal Cloud” under $200 (Amazon) 



Specific Solutions 

• iCloud and OneDrive “sync” 

– Free or very reasonable 

– Background sync based on bandwidth 

– Also provide for some controlled sharing 











Specific Solutions 

• Dropbox, Amazon, Google 

– Free or very reasonable 

– Not OS specific 

– Very much like iCloud and OneDrive 













Specific Solutions 

• Software with Hardware 
– WD  My Book 

– Seagate Backup Plus 

 

• Backup Vendors 
– Mozy, Carbonite 

– Software support 

– Full image options to local and cloud 

– Costs under $1/GB/year 









Specific Solutions 

• Backup software 

– Acronis True Image $30 (Amazon) 

• Scheduled, file, system 

– Norton/Symantec  $30 (Amazon) 

– Paragon Backup & Recovery $40 (Amazon) 



Have A Specific Strategy 

• Multi-level 

– Local 

– Cloud 

– Archival 

• Always understand where the “Bible Copy” 
resides.  More places is better but can create 
confusion on data loss. 



What Do I Do? 

• iPhone/iPad 
– iCloud sync (near real time on wi-fi) 

– Amazon sync (near real time on wi-fi) 

• PCs 
– Nightly files to Mozy cloud 

– Nightly files to Netgear NAS  

– Quarterly drive images to Netgear NAS 

– Drive image if major new gear or upgrade 

– Semi-Annual NAS backups to USB in Safe Deposit 

 





Make No Mistake 

The ONLY wrong answer is to do nothing!! 

 

 


